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$ ~/: groups "socialware"$ ~/: groups "socialware"

Welcome! 
About & Aims 

Enjoy!
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 Thanks to Telstra for the
venue!
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$ ~/: cat ./housekeeping$ ~/: cat ./housekeeping

Bathrooms need keycard
Pizza after talk
Wifi is @CIC - no pw
The network is NOT in scope
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$ ~/: groups "socialware"$ ~/: groups "socialware"

Acknowledgement of Country
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$ ~/: groups "socialware"$ ~/: groups "socialware"

5:30 - 6:00pm - Welcome + Network!
6:00 - 7:00pm - Presentation! (this)
7:00pm - 8:00pm - Network + CTF Exercises!
Closing

Schedule:



Emu Exploit 

HS Student + Vulnerability Researcher 

HS Student + CTF addict

security unprofessional

 CTF Monke

Who are we?

Captain - Riley aka "toasterpwn"

Vice Captain - Rainier aka "teddy" /
"TheSavageTeddy"

Torry aka "torry2"

Orlando aka "q3st1on"

$ ~/: whoami$ ~/: whoami  

Perth Socialware 0x01Perth Socialware 0x01



$ ~/: whoami$ ~/: whoami  
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$ ~/: date$ ~/: date

What is CTF?
CTF Culture
CTF Categories
Writeups

Start CTFing TODAY!
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$ ~/: man CTF$ ~/: man CTF
"Capture the Flag"
Start Hacking! (competitively)

Teams: Solo vs Team
Formats: Attack/Defense, King of the Hill , Jeopardy (focus)
Scoring: Static/Dynamic

Links:
https://ctftime.org/
https://ctf101.org/

https://docs.ctfd.io/docs/custom-challenges/king-of-the-hill
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$ ~/: whois ctf.culture$ ~/: whois ctf.culture

DEF CON 4 (1996) 

Early days (legacy)

Modern CTFing

CTF Iceberg (v2)
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$ ~/: ls categories$ ~/: ls categories
web (Web Exploitation)
forensics (Digital Forensics)
crypto (Cryptography)
rev (Reverse Engineering) 
pwn (Binary Exploitation)
misc (Other)



Most "Familiar"
Web in CTFs

High Level Vulnerabilities
Web applications & What they're made of

How vulnerabilities arise
Web Interaction w/ Systems

Web Exploitation

Perth Socialware 0x01Perth Socialware 0x01

# web# web
spaceotechnologies.com
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# web# web

Common Vulnerabilities

Example (LFI in PHP)
Example (SQLI in JS)

Learning Curve
Code Review / Mitigations

Web Exploitation

(owasp.org/www-project-top-ten)
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# web# web

Tools

Resources

Web Exploitation

      curl/burpsuite/python +sublime text

      PortSwigger Academy (portswigger.net/web-security)
      OWASP "Juice Shop" (owasp.org/www-project-juice-shop)

      PicoCTF (picoctf.org)
      HackTheBox Challenges (hackthebox.eu) (anything by makelaris)
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# web# web
Challenge Example -  "Hacking With Style" 
from PeCan+ CTF 2023

limited password
character set =

easy to bruteforce

Goal is to read
from /secrets



We can inject
arbitrary CSS that
presumably gets

loaded by the
admin 'bob'
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# web# web
Challenge Example -  "Hacking With Style" 
from PeCan+ CTF 2023



The account
endpoint displays

your username
and password, we

can attack this
with a Cross-site

attack

Perth Socialware 0x01Perth Socialware 0x01

# web# web
Challenge Example -  "Hacking With Style" 
from PeCan+ CTF 2023
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# web# web
Challenge Example -  "Hacking With Style" 
from PeCan+ CTF 2023

Attempts to load
bg image from
our server if a

password input
starting with "b"

exists

Same works for
Username



Result:
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# web# web
Challenge Example -  "Hacking With Style" 
from PeCan+ CTF 2023

Payload to test a
character



Eventually we
Leak:
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# web# web
Challenge Example -  "Hacking With Style" 
from PeCan+ CTF 2023

Repeat!

bobtheadmin:cherryripe
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# web# web
Challenge Example -  "Hacking With Style" 
from PeCan+ CTF 2023

Login!



# forensics# forensics  

Most commonly messed up
Often the "easiest" category
Many CTFs skip this category

Memory
Disk
Network

Forensics challenges: 

Perth Socialware 0x01Perth Socialware 0x01
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# forensics# forensics  
Memory

vol2
vol3

Disk
FTK Imager
The Sleuth Kit +Autopsy

Network
Wireshark

Tools are specialized for a type of forensics:
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# forensics# forensics  
An ultra short example from PeCan+ CTF

powershell.exe  -ep bypass -EncodedCommand
dwBoAG8AYQBtAGkAIAAjADEAIABwAGUAYwB
hAG4AewB3ADMAbABjADAAbQBlAF8AdAAwAF
8AdgAwAGwANAB0ADEAbABpADcAeQB9ADsA
CgBzAGwAZQBlAHAAIAA2ADAAMAA=

whoami #1 pecan{w3lc0me_t0_v0l4t1li7y};
sleep 600
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# forensics# forensics  

HackTheBox challenges
Blue Team Labs Online
Playing CTFS!!!!!!!!

Where to learn:
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# crypto# crypto

https://cryptoisnotcryptocurrency.com/
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# crypto# crypto

more of a "specialised" category
usually "easiest" category in a CTF
easier crypto involve logic
harder crypto involve math. lots of math

crypto (cryptography)

example of easy crypto challenge from "The Odyssey CTF 2023"
slightly harder modifed challenge from

"PicoCTF 2022"
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# crypto# crypto
cryptohack (https://cryptohack.org)

the go-to resource for learning
crypto + good community

how to learn?

python
used in almost every challenge

sagemath
python module, for advanced math

cyberchef
(https://gchq.github.io/CyberChef/)

online tool, useful for quickly
performing and chaining operations 

useful tools

sagemath
example

cyberchef
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# crypto# crypto
example challenge - Anarchia from The Odyssey CTF 2023 

can you spot the vulnerability?
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# crypto# crypto
example challenge - Anarchia from The Odyssey CTF 2023 

line 6 - seeds PRNG with brute forceable seed (!!!)
line 7 - generates random number array of length flag

line 8 - encrypts flag by XORing number array and bitshifting 

we can solve by brute forcing the seed, and reversing the encryption 
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# crypto# crypto
example challenge - Anarchia from The Odyssey CTF 2023 

python solve script
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# rev# rev

What is Reverse Engineering

Static/Dynamic Analysis

Disassembly, 32 vs 64-bit, Calling Conventions, Compiler
Optimisations, Call Stack, etc.. (there's a lot RE can cover)

Important Fundamentals + where to start
RE Methodology

Reverse Engineering (RE)

       (and why?)
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# rev# rev
Reverse Engineering

godbolt.orgCompiler Optimisations

Finding the Enrypoint
Navigating a Binary
Patching
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# rev# rev

strings.exe & `file`

Binary Ninja
IDA (hex rays)

gdb (ELF)
windbg (PE)

Reverse Engineering

Tools:

Disassemblers/Decompilers: (static)

Debuggers: (dynamic) More Importantly Than Toolsets:
Write (and re) your own code & Get Experience!
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# rev# rev

crackmes.one
challenges.re

 PicoCTF (picoctf.org)
 HackTheBox Challenges 

Reverse Engineering

Platforms: (specific)

Platforms: (general)

       (hackthebox.eu)
More Importantly Than Toolsets:
Write (and re) your own code & Get Experience!
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# rev# rev

(newborn) Baby "crackme"

Reverse Engineering

file

behaviour

strings
 

"strcmp"
"s3cr3t_1337_k3y1"
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# rev# rev

(newborn) Baby "crackme"

Reverse Engineering

fail

dump call instructions
there must be more to it.
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# rev# rev

(newborn) Baby "crackme"

Reverse Engineering

no thanks
 

(although highly encouraged)



# rev# rev

(newborn) Baby "crackme"

Reverse Engineering

Perth Socialware 0x01Perth Socialware 0x01

+

key vs real_key
 

real_key replaces last character with
"!"
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# rev# rev

(newborn) Baby "crackme"

Reverse Engineering

win (yay)

"s3cr3t_1337_k3y1" -> "s3cr3t_1337_k3y!"
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# pwn# pwn

Memory Corruption

Hardest and most sought after category for most teams

Steepest learning curve

Very vast field
Stack, Heap, Browser, Kernel, Hypervisor, Embedded, etc

AAAAAAAAAAAAAAAAAAAAAAAAAA\x08\x56\x40\x00

Binary Exploition
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# pwn# pwn

The C programming Language

x86/x64 + ARM/aarch64 assembler

python for scripting

An understanding of memory and different data structures
Stack, Linked List, etc

A good grasp on reverse engineering

What should you know?
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# pwn# pwn
Vulnerability Examples:

reads 128 bytes into 64 byte buffer, 
overflow of 64 bytes on the program's

stack

we don't check if idx is within the 
array bounds, allowing us to read OOB

read from chunk after it's free (UAF) 
leaking chunk metadata



# pwn# pwn
pwntools

pwninit

gdb
pwdbg or gef plugin

Decompiliers
IDA, Binary Ninja, Ghidra
online at https://dogbolt.org

Tools:

Perth Socialware 0x01Perth Socialware 0x01



# pwn# pwn

pwn.college 
from beginner to advanced lectures and
challenges

pwnable.tw (hard)

Play CTFs and learn from Writeups

Write C programs and try to break them

Where to Learn?

Perth Socialware 0x01Perth Socialware 0x01
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# pwn# pwn
Challenge Example -  "babypwn" from Perth Socialware

gets reads a infinite
number of bytes into a

fixed 96 byte buffer,
allowing us to "overflow"

it

boilerplate code for
setting up remote

buffering to run the
binary over the network
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# pwn# pwn
Challenge Example -  "babypwn" from Perth Socialware

We want to call "win" to spawn a
shell

What does the program
memory look like after

filling the buffer??

Here's where we will resume
execution after "vuln" finishes
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# pwn# pwn
Challenge Example -  "babypwn" from Perth Socialware

We can write past the end of the buffer,
so we can overwrite that address with

the address of win!
Shell!
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# misc# misc

Steganography (pure guessing, not fun - don't put these in CTFs!) 
Pyjail, or other jails / sandboxes

very fun and interesting - definitely try these!
Exploiting weird quirks of coding languages
Blockchain (not actually misc, more on this later...)
PPC (coding challenges, basically competitive programming)
Esolang challenges (really messed up joke programming languages)
welcome / survey / discord / sanity check (free points to cope)
OTHER!!!!

Challenges that don't fit in any typical CTF category
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# blockchain# blockchain  
exploiting smart contracts
challenges in Solidity
very new category, usually not in a lot of CTFs
vulnerabilities include exploiting logic errors,
underflows/overflows, implementations

python/javascript (web3py, web3.js) to script
interacting with smart contracts
remix (https://remix.ethereum.org) 

 interactive web IDE for coding in solidity,
deploying contracts, etc

Ethernaut - wargame site full of web3 challenges 
HackTheBox - recently added blockchain chals

blockchain (web3)

tools/resources

Ethernaut
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# blockchain# blockchain  
example challenge from Ethernaut 

very old solidity version (^0.6.0),
versions before 0.8 do not
automatically check for
under/overflows!

we can call this function and cause
an underflow here, if our balance
is less than _value 

however, there is a check before to
see if our balance - _value >= 0

can you find the vulnerability?
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# blockchain# blockchain  
example challenge from Ethernaut 

this check also underflows!

it is implemented incorrectly, and
should be our balance >= _value

thus, the check doesn't work as
intended!
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$ ~/: questions$ ~/: questions
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$ ~/: questions$ ~/: questions

Questions!
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~/: shutdown~/: shutdown

https://socialware.emu.team

Thank you!

Networking will now commence!

Hop onto Socialware for some CTF challenges to start!


